Mind the Gap: The
Structural Limits of
NIST’s Al Risk

Management Framework
in the Global South

Moving from blind adoption to intelligent adaptation.

BOTTOM LINE: The NIST RMF is the global gold standard for Al safety, but structural constraints in
the Global South render half of its pillars impossible to implement without significant adaptation.
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The Context

The NIST Al RMF is the
comprehensive blueprint for
“trustworthy Al” encompassing four

Govern, Map, Measure, Manage.

Developing nations are under
pressure to adopt it to establish a
baseline for global trust and safety

standards.

Executive Summary

The Complication

A rigid application of NIST fails due
to a “foundational divide.” Severe
infrastructure deficits, data scarcity,
and skills shortages make the
technical pillars (Measure & Manage)
largely aspirational and
operationally impossible in the
Global South.

The Path Forward

Policymakers must pivot from

“copy-paste” governance to

“contextual adaptation.” This
requires prioritizing localization,
investing in human capacity, and

building shared regional
infrastructure to make risk
management feasible.

KEY INSIGHT: We face a "Tale of Two Halves": The policy foundations of NIST work, but the technical

implementation breaks down, requiring a radical rethink of resource allocation.




The Global Standard: NIST AI RMF

Developed by the U.S.
National Institute of
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for governance.

KEY INSIGHT: The framework presumes a cycle of continuous feedback, where measurement

informs management—a cycle that requires specific resources to function.




A Divergent Reality: Misuse vs. Missed Use

Global North Focus: MISUSE Global South Focus: MISSED USE

Primary Fear: Al Safety & Primary Fear: Stalling

Loss of Control. Development.

Focus: Algorithmic bias, Focus: Missed economic
deepfakes, and existential growth, exclusion from

risk. 5’ ‘.1 welfare, and digital divide.
Context: Mature digital d& Context: Emerging economy

economy seeking constraint. seeking velocity.

Developing nations are eager to leverage Al for growth, but they contend with fundamental capacity
gaps. This creates a different risk surface. The priority is often developmental velocity, yet the
governance models are imported from regions prioritizing constraint and safety.

KEY INSIGHT: In the Global South, the risk of stalling development is often as pressing as the risk of algorithmic failure.
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Four Pillars of Constraint

Structural barriers blocking NIST implementation.

Unreliable power grids and
a critical lack of local
compute capacity.

Data Scarcity

Incomplete, non-digitized,
or biased datasets skewed
toward urban elites.

Human Capacity

Severe brain drain and a
shortage of technical
auditors to verify models.

Regulatory Vacuum

Lack of institutional
mandates or enforcement
power to compel audits.

KEY INSIGHT: Effective Al governance presupposes a level of digital infrastructure and

institutional maturity that the Global South is currently playing catch-up to build.



The Technical Deficit: Infrastructure and Data

Chains of Consequence

The Infrastructure Trap

Reliance on High Costs &
) Expensive ) Dependency

Foreign Cloud Inability to Test
The Data Desert

Power Outages
& Low
Connectivity

Paper-based / Models Trained Garbage In,
Incomplete ) on Imported ) A Garbage Out
Records Western Data (Unmeasured Bias)

KEY INSIGHT: Without local compute to test models and local data to train them,

'sovereign’ Al risk management becomes technically impossible.



The Institutional Deficit: Skills and Regulation

The Brain Drain The Regulatory Vacuum
Implementing NIST requires specialized data Many nations are still drafting foundational data
scientists to audit algorithms. However, skilled protection laws. Without enforcement capacity,
talent migrates to the U.S. and Europe. organizations face no pressure to audit systems.
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Only 7% of global Al governance initiatives since
2011 originated in Latin America or Africa.

KEY INSIGHT: Even the most well-intentioned policies remain aspirational without

the auditors to verify compliance or the regulators to enforce it.



A Tale of Two Halves

Where the framework breaks under pressure.

FEASIBLE FOUNDATION "~ THE IMPLEMENTATION GAP

-
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Measure A

When pressure-tested
against local realities,
the NIST framework splits.

The policy-oriented pillars
are achievable today, while
the technical pillars face
prohibitive obstacles.

KEY INSIGHT: The framework is not monolithic; it separates into a feasible ‘Policy’ half and a nearly impossible "Technical’ half.
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The Feasible Foundation: Govern & Map

Proof Point

Nigeria & Kenya

National Al strategies are emerging
Why It WOI'kS to set the ‘rules of the road".

These functions are process-

oriented and low-cost. They

demand political will and _ iy
Released a ‘Continental Artificial

stakeholder engagement Intelligence Strategy’.

rather than supercomputers.

Proof Point

African Union

Proof Point

India (RBI)

Developed the ‘FREE-AI
framework for the financial sector.

KEY INSIGHT: Global South nations are successfully defining the “rules of the road” and mapping stakeholders, proving
that the policy layer of NIST is translatable. A NotebookLM



The Implementation Gap: Measure & Manage

MEASURE MANAGE
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Requires stress-testing against local Impossible. You can only

data (which doesn't exist) using manage what you have
compute (which is too expensive). measured.

IMPORTED >
Al MODEL

“The failure to Measure inevitably
cripples the Manage function. Without
evidence, there is no mitigation.”

KEY INSIGHT: The Black Box Problem—Local users have no visibility into the code or

data, rendering independent measurement impossible.
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The Cost of Blind Adoption

Case Study: India (Agriculture) Case Study: Colombia (E-Commerce)

Scenario: Al predicted Scenario:

crop yields using urban Recommendation

weather data. algorithm biased by
skewed transaction

Result: Failed - ' data.

predictions for rural 22 Whos

farmers due to data - Result: Economic

mismatch. =\ exclusion of low-

income customers.

KEY INSIGHT: Importing Al without the capacity to measure local context leads to tools that don't just fail—they actively discriminate.
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The Strategic Pivot: Context Over Compliance

Copy-Paste Contextual
Compliance Adaptation

The goal is not to discard global frameworks like NIST, but to bridge the gap
between aspiration and capability. Attempting to impose the full framework
without addressing underlying gaps creates a “fagade of governance”.

KEY INSIGHT: We must move from passive adoption of global standards to active innovation in local governance.
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Pathway 1: Localization & Capacity Building

Prioritize Localization Invest in People

Reliability

7 \ Fairness

o
.......

i
L

Let local context dictate “trust.” In agriculture, Training local auditors is the critical long-term
reliability > ethnic bias. In multi-ethnic regions, investment. Support grassroots movements
linguistic fairness > speed. building expertise from the ground up.

Model: RBl's FREE-Al framework explicitly ~ Masakhane

addresses capacity constraints. s Data Science Africa

KEY INSIGHT: Technology can be imported, but trust must be built locally. This starts

with training the people who will audit the algorithms.



Pathway 2: Shared Infrastructure & Cooperation

Shared
Compute ~

Individual nations
cannot afford high-

Knowledge
Exchange

Share knowledge,

South-South
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performance _Cooperation | _ !
compute clusters. \ & not just software.
Solution: v /% Institutions like
Regional hubs Regional ‘ﬁr_g_ ; TheRObserthIl‘: Res{eja[ph
that provide shared : - Al Testing = -, ~Researcn roundation
access to compute A . Centers _(ORF) act as hubs
and datasets for @} / e ~ for Global South
regulatory testing. Reginal A B | governance lessons.

Testing @ South-South v )

Centers % Cooperation

KEY INSIGHT: By pooling resources, the Global South can achieve economies of scale required to make the ‘Measure’ function financially feasible.
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From Blind Adoption to Intelligent Adaptation

The NIST RMF is a valuable reference, but not a plug-and-play solution. The foundational divides
in infrastructure, data, and skills require us to adapt the framework, not just adopt it.

The goal is equitable development. We must craft governance that is attuned to local
realities, ensuring Al is relevant, accessible, and safe for the developing world.

FINAL THOUGHT: True Al safety in the Global South depends less on compliance with US standards, and more on the development of local cagso oy



